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OBLLIM NMPABWUJIA 3A BE3OINMACHOCT B MPEXXATA

28.03.2022r. / Havano / 3a-geua / o6 NnpaBuia 3a 6e30MacHOCT B MpexaTa

TIPABUJIA, 3A IA CU B BE3OITACHOCT B MPEJKATA:

- TTa3u u He nmaBail Ha Jpyrd Xopa B HHTEPHET JM4YHATa CU MH(POpPMALMs: UME, ajpec, rapoja OT
€JIEKTPOHHA TIOMIa, TPO(HIT B COIMAIIHA MPEKa, JIMUCH Tele(hOHSH HOMEP, YUMIHIIETO, B KOSTO YUHIII,

- ITasu n He maBail mHdopManus 3a MecTopadoTaTa WIM JIHYCH H ClIyxkeOeH TeneoHEH HOMep Ha
poanTennTe, HACTOWHULIMTE, ONN3KUTE, MPUSTENNTE, ChYUCHUIIMTE U MO3HATUTE CU 0€3 TSIXHO pa3pelieHue;
- [a3u n He m3Mpalait /WM He KayBail OHJIAH CBOM CHUMKH M BHCa, OC3 IIPCIU TOBA J1a ¢ 00CHICHO U
B3€TO PELICHUE C POAUTEIIUTE TH UK XOpara, KOUTO CE TPIKAT 3a Ted;

- He usnpawaii m He kauBali OHJIAMH CHUMKM M BUJI€a HAa NPUSTENHN, CbyYEHULM, POJHUHM, YHUTENH,
ONKM3KH, MMO3HATH U JIp., Oe3 mpean ToBa Ja € 00CHICHO C TSIX, a B CIyYauTe, KOTaro ce Kacae 3a TBOM
MPUATENN U ChYYEHHLH, 1a € ChIVIACYBaHO OT TAXHA CTPAHA U C POJUTEIIUTE UM/YUUTEIIN;

- He otroBapsii u He oTBapsil MpHuKaueHU (aillloBe Ha eNeKTPOHHATA TH TIOIIA, MOJy4YeHa OT HEMO3HaT
nozparen. Ts MOXke Ja ChIbpKa BUPYC WM JpYyra 3jI0BpeJHa MpOrpama, KOSATO A3 YBPEAU KOMIIOTbpa/
Tenedona/TabraeTa/ycTpoCTBOTO TH MITH /1a TO HATIPABH YSI3BUMO/HEAOCTBHITHO 38 BHHILICH IOCTBIT;

- IlockBeTBail ce ¢ poauTenuTe CH/yquTeN/Bb3pacTeH, Ha KOWTO MUMAI JOBEpHE, MPEAN Ja CBAIHII I
HHCTAIUpanl HOBA POrpamMa/IpUIOKEeHHE Ha KOMIIOTBP, Teae(oH, TableT, KAKTO U He MpaBs HHUIIO, KOSTO
MOXKE 12 YBPEIH KOMITIOTbPA WM Ype3 1aJIeHO JeHCTBHE Ja ¢e Pa3KpUsIT JaHHU 32 TeO U CeMEeHCTBOTO TH;

- Hemara, KOUTO IpaBHMII B WHTCPHET, HC TPsiOBa Ja BPCIAT HA JAPYTM XOpa WM Ja IPOTHBOpCYAT Ha
YCTaHOBEHUTE MpaBuia (YacT OT TAX Ca YPEAEHHU B 3aKOHM, KOMTO Bb3PACTHUTE MO3HABAT U MOraT Ja TH
00SICHAT);

- 3abpaHeHo 1a ce U3MO0MI3Ba Yy»K/I0 MOTPEOUTENICKO HMe, Iaposia U eIEKTPOHHA IOIIa;

- He nuimm 1 He KauBail HUINO, KOETO MOXKE Ja € OOMIHO MM YHU3UTEIHO 3a TeO, ONU3KUTE TH WM 3a
JIpyTH Xopa. Bcuyko B MHTEpHET PaHO WM KBCHO C€ XBallla U ce pa3bupa KOW e NMpUYMHWI Bpena Ha JIpyr
YOBEK WJIH I'PyIa X0pa;

- HeszabaBuo unpopmupail Bp3pacTeH (POAHUTEN, YYUTEN, AUPEKTOp, MEAArOrHueCKd CHBETHHK, APYT
BB3PACTCH, Ha KOMTO MMAIIl JJOBEPUC) WITH MHPOPMHUPA CITy)KOUTE, KOTaToO MOMAIHCII Ha MaTCpPHUaln, KOUTO
Te Kapar Jia ce YyBCTBaM HEYJOOHO WIIM Ha MaTepHald C BPEIHO MM HE3aKOHHO ChIbPKAHKUE, KOETO MOXE
na Obae mopHorpadus, TPONOBSABAHE Ha HACWINE W TEPOPU3bM, ETHHYECKa W PEIUTHO3HA
HETOJIEPAHTHOCT, THPTOBHS C HAPKOTHIIU, Xa3apT U Jp;

- He orroBapsiit Ha chOOIICHHUS, KOUTO ca OOMAHH, 3alUIAIINTENIHN, HEMPHIMYHA WM T€ Kapar jga ce
yyBcTBam HeyqobHno. MubopMmupail pomuresure CH/KIACHHUS  PBKOBOJMTEIN, YYUTEN, IAUPEKTOD,
I1€JIarOru4eCcKy ChbBETHUK MM CITY:KOUTE 3a TaKMBA ChOOIIEHMUS;

- Ao HsiKOM Te 00MXK/1a MIIN TOPMO3HU OHJIAlH, He oTroBapsil. ToBa MOXKe ia TH HABPEAU [1OBEYE, OTKOJIKOTO
aKO 3aMBJIYMII M ChOCPEIT CHIIM Ja JUIOKJIABAll Ha OTTOBOPCH BB3PACTCH (POAMTEI, YUHUTEIN, AUPCKTOP,
MeJarOTUYeCKH ChbBETHUK) WM CIY:KOUTE. AKO CH JIOCTaThbUyHO OTTOBOPEH, MOXEII U caM Jia JOKJIaJBalll,

KaTo TOJAJell CUTHANl Ha CaMHs CaiiT WM Ha mocodeHute aapecu: www.gdbop.bg; www.cybercrime.bg;

www.spasidete.com;_www.facebook.com/bgcybercrime; www.safenet.bg u na ro 6noxupamr. [lobpe e ga

HaIpaBUIll BeJIHAra eKpaHHA CHUMKA (CKPMITHIIIOT) HA ChOTBETHUS PA3roBOP/CHUMKA/BHACOCHOOIIECHHE HITH
ChIbPKAHUE KaTO eJICKTPOHHO JI0Ka3aTelICTBO;

- BHumasaii, koraro pasrosapsiul B 4ar. [TomHu npasmio Nel: ue Xopara oHJaliH HE BMHArW ca Te3u, 3a
KOUTO C€ IPEACTAaBSAT U MOraT Ja THPCAT OIpeleneHa MHpOpMaLus, ¢ KOSATO Ja 3JI0yHoTpedsT ¢ Teod,
ONM3KHUTE TH WM C IpyruTe Xopa. [IpaBmiio Ne2 ¢ ue HE ce MpaBM HUIIO HA JIPYT YOBEK B MHTCPHET, KOCTO
HE UCKAll /1a TU C€ CIyYH U Ha TeO camMus;

- Ako ce ciyud Jia romnajHen Ha MHGOpMAaLUs UM APYro ChIbp)KaHWE B MpEkKaTa, KOETO HE TH XapecBa
WIM T IUIAIIM 110 HSKAaKbB HA4YMH, MOKEII Ja TOJaJell CHUIHAJI Ha JICHOHOIIHata W Oe3ruiaTHa
Haunonanuara tenedonna nunus 3a geua 116 111 koM JIppkaBHata areHuus 3a 3aKpuia Ha AETETO, Ha
otnen ,,Kubepnpectsnuoct wa [JIBOIT xem MBP (http:/www.cybercrime.bg/bg), wa LleHTBpa 32
Oe3oraceH HHTEPHET Ha ajpec: www.safenet.bg, vin Ha Texuust Tenedon 124 123, win npe3 yar-Mozy/ia Ha
www.safenet.bg;

- He mpuemaii cpemu ¢ yiina, ¢ KOUTO CH Ce 3all03Hajl/a B MHTCPHET, OCBCH CJICI CBIVIACHETO HA POIUTCIIUTC



TU. IToMHH, Ye XopaTa, ¢ KOMTO Ce 3aIl03HABAll OHJIAMH, HE BUHATU Ca TE3H, 332 KOMTO CE€ IPENCTaBAT.
OmmTBaii ce BUHATH Ja IPOBEPSBAILl JaJIH TOBEKHT OTCPElla HANCTHHA € TO3H, 33 KOTOTO ce MPEeCTaBs upe3
MPOBepKa 110 MMe, UMEII, CHUMKAa U KOHTPOJICH BBIIPOC, HA KOHTO O TpsAOBano Aa 3Hae OTTOBOPA, aKO €
HauctuHa To3u. [Ipu chbMHEHHe MOKe [ja TIofajell CUIHAIl MU [ja TTIOTHPCHII ChBET Ipe3 caiita Ha [lenTspa
3a Oc3omaceH HHTCpHET www.safenet.bg;

- M3znomsBail HacTpoiikuTe 3a OE30MACHOCT M 3aIUTATa HA JIMYHUTE [JAHHM HA COLUAIHUTE MPEXKH,
MOOHJTHUTE PUITOKEHUS 1 Opay3bpHTe;

- Wsnomsgait hyrknmsTa 3a G6e3omacHo chpdupane. Jla He mocemnasall caiiToBe B HHTEPHET, KOUTO €a ChC
ChAbPIKAHNE, HEIOAXOIAIIO 32 ayJUTOPHs OJIM3Ka 10 TBOSATA BH3PACT.

- M3nmom3Bait TpynHU (XBITH, C IIABHU M MaJKW OyKBH, MH(GPH U CIICNHATHH 3HAIN) U Pa3IHIHI 32 BCEKH
caiit mapomnu;

- M3non3Baii aHTHBUpYCHA HporpaMa, KOSITO CJe/Ba PEIOBHO ¢ ce OOHOBSABA. 3ae[HO C BB3PACTHH
(pomuten, yuuTel, IUPEKTOp), MOITbPKaM IIOCIeIHNUTE aKTyalH3upaHd BepCHM Ha BCHYKH IPOTpaMU U
IPHIIOXKEHHU;

- Ako mosn3Bai 001K KOMIIOTPH, BUHATH MPOBEPSBAii 1ain CH M3NA3bJI/M3IIsA371a OT npoduIa CH, Clie KaTo
CBBPIIM Yaca. B ciydail, Ye HaMEpHII yCTPOICTBO, HA KOCTO JAPYT YYCHHK ¢ PabOTHI, HO HE ¢ 3aTBOPIII
npoduia cy, BefHara e u3Ji3ell 6e3 Ja Iperiex/alll, IPOMEHsII Wik Jo0aBs HHpopManus B npoduia
My;

- Wmaii mpeaBuz , 4e KOraTto IyONMKyBall HEBSPHA M HM30madeHa MH(OPMAIUS 3a APYT YOBEK, JOPH C
sICHAaTa MHCBJI, 4e TOBA € Ilera, ToBa MOXKe [a JIOBEAE 10 3/10ynorpeda u 0 HeNPHATHH NPEKUBABAHHSA 32
TO3H YOBEK;

Baoichu Konmaxkmu 3a nooasane Ha CUZHAl NPU KUOEPNOPMO3 U NOJy Ha KOHcyimayun:
Hamponanna tenedonna auumst 3a geua 116 111 xem [IppxaBHara areHuus 3a 3aKpuia Ha JeTeTo.
JIuruATa ¢ Ha Pa3NONIOKCHNC JICHOHOIIHO. O6aK/IAHCTO ¢ HAITBIIHO OC3IITATHO.

TIBOII — otaen ,,KubeprpecrbnHocT www.cybercrime.bg

IenTsp 3a Ge3onacen uaTepHeT Ten. 124 123 www.safenet.bg
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